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The Canberra Health Services (CHS) Protective Security Policy is an integrated policy encompassing the five ‘tiers’ of security as defined in the ACT Government Protective Security Policy Framework (PSPF) being:
Governance Security (GOVSEC)
Physical Security (PHYSEC)
Personnel Security (PERSEC)
Information Security (INFOSEC)
Cyber Security (CYBERSEC).

In conjunction with GOVSEC, the PSPF outlines specific compliance requirements with Security Risk Management principles as governed by the Australian Standards. These security risk principles are also included in this policy.
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This policy must be read in conjunction with relevant CHS Protective Security Policies, Procedures and Guidelines.
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The purpose of this policy is to outline the CHS commitment to the protection of its facilities, people, assets and information. The effective management of protective security will ensure the provision of a safe and secure environment for employees, patients, visitors, volunteers and contractors as well as minimising security risks in the public health care system. This is achieved through the application and ongoing commitment to the ACT Government’s Protective Security Policy Framework (PSPF) through:
the protection of CHS people, assets, information and operations
management and treatment of intolerable security risks identified within CHS
provision of overarching guidance on security practice within the CHS, to be applied in conjunction with supporting protective security operating procedures.
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This policy addresses CHS’ obligations described within the ACT Government PSPF and underpinning requirements. The policy and related procedures and guidelines seek to establish a strategic organisation-wide framework in which to identify and effectively manage security risks to individuals, property and equipment in CHS facilities.

This policy and supporting policies, plans, procedures and guidelines apply to all personnel who work for and otherwise interact with the directorate, including all employees, volunteers, contractors, students, visiting medical professionals and visitors. 

This policy also applies to all locations where CHS provides services, inclusive of established office locations, third party premises and temporary accommodations and facilities.
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The ACT Government PSPF mandates specific responsibilities to identified security positions within a directorate. These responsibilities will be outlined in detail in the CHS protective security procedures which support this policy. In general the following responsibilities apply:
	Role
	Responsibilities

	Executives, Directors and Managers
	Responsible for compliance and security performance at individual facilities/locations or business units under their management.

	Employees, Students and Contractors
	Report all security incidents and security breaches to CHS Protective Services and adhere to CHS’ security procedures and policy at all times.

	Agency Security Executive, Advisor, and Officer(s)
	Oversee security services provided at all CHS sites through security guarding services, security alarm systems and monitoring and providing appropriate security awareness training across CHS.
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Effective governance of CHS’ Protective Security Program is designed to promote compliance with the mandatory requirements of the ACT Government PSPF. This is managed though activities such as security risk management, monitoring and review of security plans and policies and reporting on mandatory compliance to government.

The PSPF governance is based on public sector governance principles including accountability, transparency, efficiency and leadership. It provides a tiered, hierarchical structure outlined in the Protective Security Framework. This GOVSEC policy in conjunction with the CHS Protective Security Work Program (Attachment A) form the CHS Protective Security Governance Framework.

The Protective Security Policy provides the necessary governance to assist the Directorate meet the mandatory governance requirements detailed in the ACT Government PSPF by:
establishing mandatory roles of responsibility as outlined in the PSPF
developing a security risk management framework
establishing a Security Strategy in accordance with the PSPF
implementing a Fraud Control Plan and associated policy
conducting annual PSPF compliance audits as outlined in the PSPF
developing and maintaining an appropriate security culture through the delivery of security awareness and training programs
having effective Business Continuity Plans (BCPs) established
having an established system of recording of security incidents and management of associated risks.

[bookmark: _Toc72492155]Security Risk Definition
The Australian Standard for Risk Management (AS/NZS ISO 3100:2009) defines a risk as “the effect of uncertainty of objectives.”  Risk management is identifying, managing and evaluating the risks in terms of probable likelihood and consequences or impact on the Directorate achieving its program.
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Figure 1 – Canberra Health Services Security Governance Overview
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The ACT Government is committed to safeguarding its people, information and assets by using effective and appropriate security risk management processes. As part of Governance Security, the ACT Government PSPF requires all Directorates to adopt a security risk management approach to protective security activities in accordance with the Australian Standard ISO 3100:2009 Risk Management – Principles and guidelines and the Australian Standards Handbook 167:2006 Security risk management. CHS uses these standards and guidelines when conducting security risk assessments.

In accordance with the PSPF, the ACT Government has developed a security risk management methodology to identify:
specific risks to their people, information and assets
the Directorate’s level of risk tolerance
appropriate protection measures to reduce or remove risks
and accept responsibility for residual risks.

In applying a security risk management approach to the business operations of the directorate, CHS will deliver the message to all staff regarding expectations in relation to managing security risks as follows:
Security risk management is the business of each staff member including contractors
Risk management, including security risk management, is part of day-to-day business
The process for managing security risk is logical and systematic, and should form part of the standard management process of the department
Changes to the threat environment are continuously monitored to ensure protective measures are equal with the level of threat
Any adjustment to security measures need to be considered in terms of business impact on healthcare operational objectives.
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CHS will ensure that PERSEC procedures meet the mandatory requirements of the ACT Government PSPF and also the ACT Government Protective Security Vetting Policy. All employees, temporary staff, students and contractors who require ongoing access to ACT Government information and resources must be:
eligible to have access
have had their identity established
suitable to have access
willing to comply with the CHS’ policies, standards, protocols and guidelines that safeguard the Directorate’s resources (people, information and assets) from harm.

All CHS employees, volunteers, contractors (excluding construction contractors) and students will have as a minimum identity check, a clearance issued by the Australian Federal Police consistent with the recruitment practices conducted by either the Directorate or Shared Services Human Resources. 

CHS will identify Positions of Trust (PoTs) and Designated Security Assessment Positions (DSAPs) and will only sponsor security clearances where there is an identified business or functional requirement. DSAPs and PoTs are defined in the ACT Government Protective Security Policy Framework and are summarised below.

The ACT Government Vetting Policy outlines PoTs and DSAPs as:
Position of Trust Level 1 requires regular access to sensitive or other material with a National Security Classification up to and including PROTECTED
Position of Trust Level 2 requires regular access to sensitive or other material with a National Security Classification up to and including SECRET
Designated Security Assessed Position requires ongoing access to sensitive or other material with a National Security Classification up to and including SECRET.

The Directorate’s security clearance aftercare arrangements including the requirement for staff to advise the Australian Government Security Vetting Agency (AGSVA) of any changes to their personal circumstances that may impact on their continuing suitability to access national classified information and resources.

Only staff with a current security clearance issued by or registered with the AGSVA will have access to national classified information and resources at Protected and above.

CHS Protective Security procedures will outline and identify the DSAPs and PoTs as approved by the Chief Executive Officer.  Procedures will outline and identify the process for security clearances for identified staff in accordance with the ACT Government Protective Security.

Back to Table of Contents
	[bookmark: _Toc72492158]Physical Security (PHYSEC)


This policy supports the ACT Government PSPF Physical Security Principles. It forms part of a suite of specific protective security policies, guidelines or advisory documents that assist to meet its mandatory protective security requirements.

CHS’ approach to physical security complements other aspects of the ACT Government Protective Security Policy Framework (PSPF). It is based on the theory that external and internal environments of facilities can be designed and managed to create conditions that, together with specific physical security safeguards, will reduce the risk of violence to employees, protect against unauthorised access, detect attempted or actual unauthorised access and activate an effective response.

The Directorate’s physical security rationale is based on:
the concept of protection, detection, response and recovery
design based on a series of clearly discernible zones
control of access to restricted areas
the capability to increase security during emergencies and increased threat situations. 

CHS has a number of facilities located across the ACT and delivers a range of services in various locations around Canberra. The physical protection of the people, information and assets at all of these locations is key to Health’s ability to continue to support their Ministers in the delivery of policy advice, administration of programs and delivery of services.

The intention of this Physical Security Policy is to outline the Directorate’s commitment to the provision of a safe and secure workplace ensuring: 
staff under threat of violence are identified, protected and supported
the confidentiality, integrity and availability of official information is maintained
physical assets are protected from theft and loss
the level of protection is to be equal with the assessed Business Impact Level (BIL) of an adverse incident occurring
protective security considerations must be fully integrated early in the process of facility planning, selecting, design and modifying
duty of care is met regarding the safety of its employees, contracts and visitors including those members of the public it interacts directly with
physical security measures and activities should comply with relevant Work Health Safety obligations
protective security measures are adaptable to take into account emergency situations or times of increased threat to people, property and information assets.
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This policy supports the ACT Government PSPF, information security mandatory requirements. CHS collects and receives information which is sensitive, confidential and sometimes classified in nature to fulfil its functions and expects all those who access or hold information to protect it.
 
Failure to identify all those who access or hold this information requiring increased protection or failure to adhere to the protective procedures required for national classified and/or protectively marked information would constitute an unacceptable risk to CHS and the ACT Government. This may also have an adverse impact on the information sharing and consultative arrangements between Health’s partner agencies that are essential to the effective operation of the ACT Government.

This policy underpins the aims and objectives of the ACT Government Shared Services Information and Communication Technology (SSICT) branch, Information Security Management Security Plan and the Australian Government Information Security Manual (ISM). This policy should be read in conjunction with the SSICT Security Policy, Territory Records Act 2002 and relevant legislation.

The Information Technology Security Advisor (ITSA) as mandated under the ACT PSPF is a role provided by SSICT across all government agencies and directorates. This function has the primary responsibility for information security and ICT security and works collaboratively with the CHS Agency Security Advisor and ACT Health Directorate Chief Information Security Officer (CISO).

CHS is committed to ensuring all confidential patient, staff and official government information is appropriately safeguarded to ensure that:
only authorised people using approved processes can access information
information is only used for its official purpose, retains its integrity and is available to satisfy operational requirements
information is classified, with the appropriate protective security marking and has the correct level of protective security when being stored and transferred
information is only used and stored in physical environments that match the level of protection required (for details on physical security requirements refer to health-specific physical security management procedures). 

The Directorate will take all reasonable steps to ensure only employees with a genuine ‘need-to know’ and the correct security clearance gain access to national classified information. Employees are not entitled to access information because it would be convenient for them to know or by their status, position, rank or level of authorised access.
CHS will develop, document, implement and review appropriate security measures to protect this information from unauthorised use or accidental modification, loss or release by:
establishing an appropriate information security culture
implementing security measures that are equal with the information’s value, classification and sensitivity
adhering to all legal requirements.

The mandatory requirements of the information security policy are based on the three elements of information security:
Confidentiality: ensuring information is accessible only to those authorised to have access
Integrity: safeguarding the accuracy and completeness of information and processing methods
Availability: ensuring authorised users have access to information and associated assets when required.
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Outcome
· Reduction in Occupational Violence 
· Enhance security measures (Governance, Personal, Physical and Information/Cyber Security)
· Information and Cyber Security measures in place to ensure sensitive information is protected
· Increased protection of both our infrastructure and personnel
· Improved compliance to the Whole of Government Protective Security Policy Framework (PSPF)
· Robust Governance in place that address the requirements of the PSPF

Measures
· 12 month review of existing measures addressing the requirements of the PSPF
· Yearly Compliance reporting of how CHS is meeting the requirements of the PSPF, signed by the CEO
· 12 month review of security systems, governance and policies/procedures after incidents or changes to the infrastructure across CHS
· Reporting on CHS’ compliance with the PSPF and methodes of enhanced security discussed at the Whole of Government level during the Security and Emergency Management Planning Group meetings

Back to Table of Contents
	[bookmark: _Toc72492161]Related Policies, Procedures, Guidelines and Legislation



Policies/Procedures
ACT Government Protective Security Policy Framework 
Canberra Health Services Policy - Protective Security – Security Design for Facilities
Canberra Health Services Business Continuity Management Policy and Framework 
Canberra Health Services Clinical Records Management Policy
Canberra Health Services Emergency Policy and Procedures
Canberra Health Services Release or Sharing of Clinical Records or Personal Health Information Procedure
Canberra Health Services Occupational Violence Framework
Preventing and Managing Aggression and Violence in ACT Health Policy and Framework
ICT Security Policy 
Acceptable Access and Use of Information Technology (IT) Policy 
ACTPS OH&S Policy No: P-15 – Reducing Occupational Violence 
ACTPS OH&S Policy No: P-08.

Standards
Building Code of Australia 2017 and associated Standards
Australian Standard 4485-1997 – Security for healthcare facilities 
AS/NZS ISO 3100:2009 Risk Management – Principles and guidelines
AS/NZS HB 167:2006 Security risk management

Legislation
Building Act 2004
Crimes Act 1900
Territory Records Act 2002
Health Records (Privacy and Access) Act 1997
Work Health and Safety Act 2011 and Regulation 2011
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Agency Security Executive (ASE) means the Executive Group Manager with financial delegation and portfolio responsibility for protective security of Canberra Health Services, which is the Executive Group Manager of Infrastructure and Health Support Services.

Agency Security Advisor (ASA) means the position is mandated through the PSPF and relates to a senior security professional with the appropriate experience and qualifications in protective security to advise the Chief Executive Officer (or delegate), which is the Director of Protective Services.

Agency Security Officer (ASO) means the position is mandated through the PSPF and relates to an experienced security supervisor/manager to assist the ASA in the day-to-day security operations of the Directorate, which is the Assistant Directors of Security Operations and Security Planning and Design.

ACT Government Protective Security Policy Framework (PSPF) means the security framework of the ACT Government that all Directorates and Agencies must comply with and report back to government on compliance.

Chief Information Officer (CIO) means the Executive Group Manager responsible for the information technology portfolio of the ACT Health Directorate.

Information Technology Security Advisor (ITSA) means the security advisor located within Shared Services ICT to the government on information and technology platforms and systems.

Security, for the purpose of this policy, is defined as minimising or managing risks by implementing measures to protect staff, patients, visitors and contractors and prevent the loss of or damage to person, property and equipment.

Security Working Group is the committee established with key personnel from CHS who review and advise on key security issues that impact on Health. Additionally it is a mandatory requirement of the ACT Government PSPF.
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Governance, risk management, security, personal security, physical security, information security, cyber security, PSPF
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Attachment A – Canberra Health Services Protective Security Governance Model

Disclaimer: This document has been developed by Canberra Health Services specifically for its own use.  Use of this document and any reliance on the information contained therein by any third party is at his or her own risk and Canberra Health Services assumes no responsibility whatsoever.

Policy Team ONLY to complete the following:
	Date Amended
	Section Amended
	Divisional Approval
	Final Approval 

	17/02/2021
	Complete Review
	Colm Mooney, ED IHSS
	CHS Policy Committee

	
	
	
	



This document supersedes the following: 
	Document Number
	Document Name

	DGD17-013
	ACT Health Protective Security Policy
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	Doc Number
	Version
	Issued
	Review Date
	Area Responsible
	Page

	CHS21/313
	1
	21/05/2021
	01/03/2024
	IHSS
	2 of 3

	Do not refer to a paper based copy of this policy document. The most current version can be found on the CHS Policy Register
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