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This procedure:
outlines the acceptable use of mobile and recording devices by consumers and visitors
sets out the appropriate response and escalation process for CHS staff when a consumer creates unauthorised recordings (images, audio or audio-visual) of CHS staff and/or other consumers.

The acceptable use of mobile and recording devices protects the safety and privacy of all consumers and staff, whilst ensuring the rights of consumers to use their privately owned mobile devices. 
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If a consumer or visitor is aggressive or violent towards staff, or if a staff member fears for the well-being of themselves or others, they should immediately remove themselves from the situation if possible and:
If using a CHS landline phone, dial:
· “2222” and call a code black if on the Canberra Hospital, North Canberra Hospital or University of Canberra Hospital campus or 
· “0-000” in an emergency, from other CHS facilities. 
If using a mobile phone or landline phone that is not part of the CHS network, dial “000”
and
· activate a personal duress alarm if available.
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This procedure relates to the collection, storage and distribution of audio, video, photography and recording, without permission, of other consumers or of CHS Network staff in their capacity as employees during the normal course of their work duties, irrespective of where the work duties are being carried out. 

CHS Network includes the inpatient facilities at Canberra Hospital, Clare Holland House, North Canberra Hospital, and University of Canberra and community-based services.

This procedure does not apply to:
CHS employees or visiting health professionals and authorised service technicians using devices for clinical, communication or social media purposes. Relevant staff must comply with the Mobile Communication Devices: Management and Use Procedure.
Recordings of a consumer by a staff member for clinical purposes. Refer to Photo, Video and Audio: Capture Storage Disposal and Use Procedure.
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CHS operates in accordance with Australian Charter of Healthcare Rights. Consumers have a right to:
access safe, high quality health care
be treated with respect, dignity and consideration 
be properly informed and included in decisions about healthcare 
be able to provide feedback that is responded to
privacy and confidentiality.

Consumers accessing CHS are likely to bring with them a mobile device with the capacity to record and store images, audio, and video. 

The use of personal devices and access to HEALTHfree WiFi is encouraged to allow consumers to:
use the QR codes displayed around CHS to access information or online forms
access information to support clinical care, such as MyDHR
easily communicate with family/carers
access entertainment when appropriate.

Use of personal devices is an important tool which can support clinical care by helping consumers follow their treatment plan, improve self-management and recovery, and enhance interactions they have with their health care team. Recordings (audio, visual or audio-visual) can be a useful tool for consumers to keep track of their progress or document required actions in relation to their care. A consumer (or their relative/visitor with consent from the consumer) may create recordings relating to their own care as long as:
no other consumer is included in the recording without their consent
no CHS staff member is included in the recording without their consent.

If a consumer has a staff member’s consent and records them as part of this process, this should be documented in the consumer’s clinical record. The staff member being recorded should also give their consent at the beginning of the recording and should state their name, the date of recording and the purpose of the recording (e.g. to demonstrate changing a wound dressing). This is to ensure that the consumer also has a record of the consent. If the consumer is unable to provide consent staff are to discuss with the consumer’s substitute decision-maker.
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Recording of a private conversation by consumers (both audio and audio-visual, but not video alone) without the consent of all parties is an offence under the Listening Devices Act 1992, unless the recording is made when the recorder believes it is “necessary for the protection of (...their...) lawful interest”. Put simply, recording a private conversation without a person’s consent is an offence and it is an offence to possess or transmit that recording.

The Criminal Code Act 1995 (Commonwealth Criminal Code) prohibits the use of a carriage service (i.e. broadcasting and telecommunications) to menace, harass, or cause offence. 

If a CHS staff member fears that an unauthorised recording has been made and/or may be used in a way that they would find harassing or offensive, the matter can be referred to ACT Policing.
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Any staff member who is recorded while carrying out their work duties without their consent, or is notified by a consumer of unauthorised recordings, should politely ask the consumer to stop, and request they delete all recorded material. 

If the consumer continues to record without consent or refuses to delete recorded material, the staff member should escalate to their manager or team leader who should 
repeat the request to stop recording and/or delete the material
inform the consumer they are likely in breach of legislation.

If the patient refuses, the manager should ask the consumer why they need to record and attempt to de-escalate the situation. 

If the situation cannot be resolved, refer to the Occupational Violence procedure for steps of escalation and the option to issue a direction for the consumer to leave the premises.

All conversations related to the unauthorised recording of staff or other consumers should be documented in the clinical record. Documentation should include:
· the date and time of the conversation
· who was present during the discussion
· the content of the discussion including:
· directions to the consumer
· advised consequences of non-compliance with the direction, including the possible effect of not receiving some/all treatment and personal health circumstances.
· what the agreed outcomes were 
· circumstances in which the clinician decided to cease providing treatment (particularly in the community when the clinician departed the premises)
· the clinician’s referral of the matter to their team leader/manager 
· information and warnings provided to the consumer and the consumer’s responses.

Documenting the conversation in this way ensures that expectations are clear and transparent, and that the CHS employee has done everything as appropriate to de-escalate and resolve the situation before further escalation as outlined in the Occupational Violence procedure.
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Outcome
· Consent to record other staff/consumers documented in patient clinical record.

Measures
· Review of staff incident reports relating to being recorded by consumers or other consumer usage of mobile devices.
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Policies
· Occupational Violence Policy
 
Procedures
· Photo Video and Audio Capture Storage Disposal and Use Procedure
· Occupational Violence Procedure

Legislation
· Criminal Code Act 1995 
· Listening Devices Act 1992

Other
•      Australian Charter of Healthcare Rights
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Consumer: Any person accessing a CHS service, including patients, relatives, visitors and informal carers.

Mobile and recording devices: Any personal electronic device, or device capable of creating an audio or visual recording. Including, but not limited to, mobile telephones, smart phones, iPads, iPhones, tablet computers, laptop computers and small handheld devices.
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Mobile, recording, devices, device, film, filming, video, image, consent, record, photo, photograph, iPad, tablet.
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Disclaimer: This document has been developed by Canberra Health Services specifically for its own use.  Use of this document and any reliance on the information contained therein by any third party is at his or her own risk and Canberra Health Services assumes no responsibility whatsoever.
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