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[bookmark: _Toc208493837]Policy statement 
Canberra Health Services (CHS) is committed to ensuring that people who access care at CHS have their privacy safeguarded.  CHS will achieve this by ensuring that all personal health information is collected using fair and lawful means; is relevant, up-to-date and accurate; and is secure and protected from unauthorised access or misuse. Upholding the confidentiality of personal health information protects the interests of consumers accessing CHS services and helps to establish consumer trust, autonomy and safety. 
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The Health Records (Privacy and Access) Act 1997 (HRPA Act) regulates privacy and access to personal health information in the ACT. All consumer information, including identifying information such as name, date of birth and address, is considered personal health information and is covered by the HRPA Act. The Act has 12 privacy principles (PP) or rules for the management of personal health information. See Attachment 1 for a summary of the privacy principles. 
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It is an offence under the HRPA Act for staff to intentionally disclose or use any personal health information for a purpose other than what it was collected for.
Under the HRPA Act, Privacy Principle 10: Limits on disclosure of personal health information, the treating team can disclose personal health information to the consumer’s carer or an immediate family member if the consumer provides their consent. This consent should be documented in the consumer’s clinical record.
If this occurs, the disclosure of the information, who it was made to and under what circumstance should be documented in the consumer’s clinical record.
CHS staff are not to release any information about a consumer to a media agency.  All media requests, including those about any consumer at CHS, are to be directed to the CHS media team at CHSmedia@act.gov.au.  
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The purpose of this document is to outline how the CHS Network ensures that consumer privacy and personal health information is protected in compliance with the HRPA Act. In this document people accessing care across the CHS Network are referred to as consumers. 
This document provides a broad overview to the legislative obligations imposed by the HRPA Act. The document outlines the procedures to support staff to comply with the Act.
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This policy applies to the use and disclosure of consumers’ personal health information held by CHS.
This policy applies to all people who work (paid and unpaid) across the CHS Network within inpatient, community and outpatient settings.  This includes, but is not limited to, team members, contractors, students, volunteers, support services staff and other health care workers who, during their work, have access to a consumer’s personal health information. 
The CHS Network includes inpatient facilities at Canberra Hospital, Clare Holland House, North Canberra Hospital (NCH) and University of Canberra Hospital (UCH) and community-based services.
To identify a consumer when care, medicine, therapy and other services are provided please refer to the Patient Identification and Procedure Matching Procedure or Medication Handling Policy.
[bookmark: _Hlk4486779]For further information on decision-making capacity, consent and documentation refer to the Definition of Terms and Assessment of Decision-making Capacity and Supported Decision-making for people being treated under the Mental Health Act 2015 Procedure, Consent for Healthcare Treatment Guideline, or Advance Agreements, Advance Consent Directions and Nominated Persons under the Mental Health Act 2015 Procedure.
This policy does not cover the management of clinical health records.  Please see Clinical Records Management Policy, Clinical Records Management Procedure, Health Records Disposal Schedule Procedure and NCH Clinical Records Management Procedure. 
This policy does not cover the management of personal information such as information about employees, volunteers, students, contractors, or information collected from stakeholders during the consultation process for a CHS document.  Please see Information Privacy Policy.
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Consumers of CHS are to be informed of what they can expect through the Your Privacy at Canberra Health Services health information sheet available on CHS Policy and Guidance Documents Register. This includes that:
· Their personal health information will be protected in accordance with the HRPA Act.
· Their personal health information may be shared with another person only if this is important for their healthcare and is in accordance with the HRPA Act.
· They can, with some exceptions, apply to access their own health records and have those records amended to correct inaccuracies by including additional information (information cannot be deleted from a health record). See the Clinical Records Management Procedure for your facility for more information. 
· To protect their identity when they are at risk of harm, they can access services using an alias or, where legal and practicable, they can access services anonymously. Refer to section below for more information.
· Comprehensive clinical information will be available to their nominated health service providers to enable CHS to provide safe, quality care.
· [bookmark: _Hlk177556601]If they have an Advance Agreement, Advance Consent Direction or Nominated Person and do not have decision-making capacity CHS staff will follow the Advance Agreement, Advance Consent Direction or consult with the Nominated Person as per the Advance Agreements, Advance Consent Directions and Nominated Persons under the Mental Health Act 2015 Procedure.
· [bookmark: _Hlk177557036]If they have an Advance Care Plan and/or an Enduring Power of Attorney (EPOA) and do not have decision making capacity, CHS will consult with the EPOA and follow the Advance Care Plan as per Advance Care Planning (Adults) Guideline. 
· They have the right to change their decisions about privacy and information sharing.  If they want to change their decision, they need to inform the staff caring for them, who should document the decision in the consumer’s clinical record. 
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Carers and families are frequently involved in the support, assistance or care of another person with an ongoing medical condition, mental health condition, disability, or person who is aged and frail. 
The Carers Recognition Act 2021 provides a set of principles affirming the significance of care relationships. CHS upholds these care relationship principles in assessing, planning, delivering, managing, or reviewing services, programs and policies in relation to people in care relationships. CHS also ensures that carers:
· are supported as a carer, including during changes to the care relationship
· are recognised as someone with knowledge of the person receiving care
· are recognised for their efforts and dedication, and for the social and economic contribution they make to the community
· have their social wellbeing and health recognised in matters relating to the care relationship.
· are consulted when planning or reviewing support services and programs provided to consumers in a care relationship.
The Health Records (Privacy and Access) Act 1997 regulates the disclosure of personal health information about a consumer to their carer and/or immediate family members.  
If the consumer cannot give or withhold consent due to:
· being a child or young person who does not have enough maturity and development capacity to understand the nature of the health information, or 
· does not have decision-making capacity under the Mental Health Act 2015, or 
· is determined not to have capacity to consent, 
then disclosure to the consumer’s carer or immediate family member is permitted when it is:
· necessary to enable the carer to safely and effectively provide appropriate care for the consumer, and/or
· made for compassionate reasons to an immediate family member.  The treating team need to believe that the disclosure would be, or would have been, expected by the consumer and the disclosure is not contrary to any wishes previously expressed by the consumer, and/or
· necessary to prevent or lessen a serious imminent risk to the life or physical, mental or emotional health of the person or someone else.
CHS upholds the Australian Charter of Healthcare Rights to provide the basis for implementing and maintaining partnerships with consumers, carers and community members. For consumers, involving others in their healthcare planning and decision making is a healthcare right, independent of where care, medicine, therapy and other services are provided. 
For further information on working in partnership with consumers and carers, refer to the Carers Recognition Act 2021, Partnering with Consumers Policy, Australian Charter of Healthcare Rights and the Australian Healthcare Rights and Your Privacy at Canberra Health Services health information sheet.
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CHS is committed to ensuring consumers’ privacy is respected by applying the following principles: 
· Personal health information at CHS will not be collected by unlawful or unfair means or unnecessarily.
· Consumers will be informed before personal health information is collected, or as soon as practicable after collection, about:
why the information is being collected
if the collection of information is authorised or required by law.
· Reasonable steps will be taken to ensure the personal health information collected is relevant, up to date and accurate.
· Reasonable steps will be taken to ensure the personal health information is securely stored by CHS and not misused.
· Personal health information will not be used or disclosed for a purpose that is not the purpose of collection or for a purpose that is incidental or not connected with the purpose of collection unless:
the consumer has consented to the use or disclosure
the consumer would reasonably expect CHS to use or disclose the information for the secondary purpose
the secondary purpose is related to the primary purpose
· a staff member reaches the belief on reasonable grounds that the use or disclosure was necessary to prevent or lessen a serious threat to the life, health or safety of the consumer or another person, and/or
· the use or disclosure is required by, or authorised under, legislation.
Health professionals have a duty to maintain the confidentiality of all information that is directly or indirectly gained, created or disclosed to them while providing treatment or care to consumers. This duty extends to other CHS team members who access consumer information as part of the delivery of health care to that consumer. 
Maintaining consumer confidentiality includes:
· CHS staff not discussing information about a consumer in a public space (for example public café, stairwell, lift or corridors) where the identity of the consumer, or issues relating to the consumer may result in the consumer’s personal information becoming known by others. 
· [bookmark: _Hlk177566029]CHS staff not discussing information about a consumer in shared clinical areas to the extent that the consumer’s personal information is overheard by other consumers.
· CHS staff not discussing consumers who are also CHS staff members or a person with a public profile/of public interest with staff members not involved in their care/treatment (for example discussing these consumers in the team room or staff cafeteria). 
· Ensuring written information about consumers is not easily viewed when transferring between clinical areas. For example, not having the clinical record open on a screen when moving from one clinical area to another.
· Ensuring when consumer information is used for staff education purposes that individuals are de-identified and only relevant information used.
· Not sending consumer files to a personal email or device for remote work.
Patients requiring anonymity
Note: for information about consumers accessing Canberra Sexual Health Centre services anonymously refer to Canberra Sexual Health Centre Procedure.
When a consumer is admitted to an inpatient facility identifying information may be displayed on devices including, but not limited to, identification arm bands, smart boards/white boards at the consumers bedside and bed/cot cards. 
In cases where consumer information is required to be anonymous for personal safety reasons, e.g., due to domestic and family violence, staff must notify the ward clerk, outpatient reception staff or Health Information Services (HIS) via CHS.HIS@act.gov.au. The ward clerk, reception staff or HIS can apply additional privacy mechanisms against the clinical record to minimise the occurrence of inappropriate access. 
In the Emergency Department for patients marked as confidential or anonymous in the clinical health record, the patient’s name will be starred out on the track board, manager and map views along with displaying the padlock symbol. All staff members accessing the chart of an anonymous/confidential patient are required to document the reason for access via the Break the Glass workflow which is fully auditable. 
In inpatient areas the consumer’s name on the clinical record can be changed to a pre-determined (generic) name as per the direction of HIS managers to maintain anonymity. The combination of these settings and actions will hide the patient’s name and instead display a generic name on screens. There are additional alerts presented to administrative users of the clinical record system such as, highlighting the record in red and displaying a ‘padlock’ icon to alert that the clinical record has been identified as secured. 
Finally, the patient admission encounter can be placed behind the glass and clinical users that are not named on that patient’s treatment team will be prompted to ‘break the glass’ to access their information. All MHJHADS and Clinical Forensic Medical Service (CFMS) encounters in the inpatient space are placed behind the glass and users working within these services are not prompted to break the glass when accessing their patients. 
All other digital health systems will display all the consumer’s details, with the appropriate annotation as an anonymous consumer.  
Tip sheets and guidance of how to manage a patient requiring anonymity can be found on the Leader Home Dashboard within the Digital Health Record by clicking on F1 and searching ‘privacy’.
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Note: CHS staff are encouraged to complete the Privacy and Confidentiality eLearning module to consolidate their understanding of consumer privacy principles. Staff can also refer to The Privacy Principles in the HRPA Act for further information.
CHS staff who are first point of contact for enquiries about a consumer (this includes ward clerks, switchboard operators, health centre reception staff, patient enquiries) are responsible for:
· Not providing information about a consumer to enquirers who are attempting to gain information about the consumer and do not demonstrate they know the consumer is at the facility. For example, if someone calls asking “can you tell me if xx is at the hospital/clinic/service” no information should be given.  
· For consumers who are an inpatient:
Where the enquirer provides information that confirms they are aware the consumer is at the hospital and:
· [bookmark: _Hlk50121551]the consumer is not marked as anonymous in the clinical record, and
· the consumer is recorded in the clinical record as consenting to visitors 
· staff may transfer the call/direct the enquirer to the ward/clinical area the consumer is located. Details about the consumers bed number should not be provided. For example, if an enquirer presents to the Patient Enquiries desk and states “My grandmother xx (Full Name) had surgery yesterday can you please tell me which ward she is on” the team member can direct the enquirer to the ward the consumer was admitted to.
· Where the enquirer provides information that confirms they are aware the consumer is at the hospital and:
· the consumer is marked anonymous in the clinical record; or 
· it is recorded in the clinical record that the consumer does not consent to visitors, staff are to inform the enquirer that “I can’t see any information about that person on the system”.  Staff must not state they cannot release any information or confirm that the consumer is at the hospital. 
· For community or outpatient services where the enquirer provides information that confirms that they know the consumer is at the service if:
· the consumer is not marked as anonymous in the clinical record, and 
· the consumer is recorded in the clinical record as ‘consented to visitors’, a message from the enquirer can be taken and delivered to the consumer.
CHS clinical team members receiving enquiries about consumers are responsible for protecting the privacy of consumers in their care by:  
If a consumer is being treated anonymously for personal safety reasons, staff must not confirm that the consumer is present at the facility. 
For consumers admitted to Canberra Hospital, North Canberra Hospital or University of Canberra Hospital:
Confirming that the consumer consents to receiving visitors or passing information about them to the enquirer.  This may be confirmed by asking the consumer, checking the General Conditions of Admission form (15200) or checking the clinical record for documentation of consent if the consumer is unable to communicate with staff. This should be confirmed on admission to CHS.
If the team member is in doubt about providing information about the consumer’s location in the hospital, or where there are concerns the consumer may be at risk, the consumer should be consulted prior to any detail being given to the enquirer.
If the enquirer is requesting information about the consumer, the team member should make reasonable attempts to contact the consumer and check whether to transfer the telephone call to the consumer, or to request that the consumer returns the call.
Where a consumer requests that no information be released, or that information only be released in certain circumstances this request must be complied with.
For community or outpatient services where the enquirer provides information that confirms that they know the consumer is at the service, a message from the caller can be taken and delivered to the consumer.
Admitting team members are responsible for:
Notifying the ward clerk or HIS team if the consumer is required to be anonymous.
Ward clerks are responsible for:
Marking the consumer as anonymous in the clinical record when directed by a clinical staff member.
Notifying the receiving clinical area of the consumer’s requirement to be anonymous if the consumer is transferred to another clinical area.
Health Information Services team are responsible for:
· Monitoring and auditing access to electronic clinical records for potential breaches and inappropriate access.  For more information refer to Clinical Record Management procedure for your facility.  
Treating team are responsible for:
Ensuring information collected about the consumer is accurate and not misleading. This includes accurately documenting information provided by a carer, friend or family member to a health service provider about a consumer to assist in their treatment or care.
Only sharing a consumer’s relevant personal health information with other members of the treating team including consumer nominated health service providers external to CHS.
Only sharing personal health information with other persons or organisations as consented to by the consumer, unless the disclosure is necessary to prevent or lessen a serious imminent risk to the life or physical, mental or emotional health of the person or someone else. If the sharing of information occurs via telephone, then the treating team must confirm the identity of the caller before disclosing any information.
Regularly re-visiting with consumers their consent for the treating team to share information with carers, to ensure carers can be included in the formation of treatment plans.
Only communicating personal health information with other persons or organisations through approved technologies including mobile communications and Objective Connect. See Mobile Communication Devices Management and Use Procedure for more information. 
All CHS team members are responsible for:
Adhering to The Privacy Principles in the HRPA Act.
Completing Privacy and Confidentiality eLearning via HRIMS.
Only accessing information that they need to perform their duties.  Access to patient personal health information when not required in the course of normal duties is unauthorised access and a privacy breach. This includes accessing your own, family or friend’s personal health information.  Depending on the gravity of the privacy breach there may be an investigation and disciplinary action in accordance with the relevant Enterprise Agreement.
Protecting the privacy and confidentiality of all personal health information. This includes not:
[bookmark: _Hlk83295226]having conversations that may identify a consumer in public areas like stairwells, lifts, corridors and cafés
discussing consumers who are also CHS staff members with CHS staff not involved in their care/treatment
disclosing the identity of a consumer who is being treated as anonymous. 
Not disclosing personal health information without legal authority.
Ensuring that a consumer’s wishes, as expressed in an Advance Agreement about who information can be shared with and what information can be shared, are followed.
Not disclosing their computer passwords, or sharing their computer access, as required by Clinical Records Management Procedure for your facility.
Accepting responsibility for all activities undertaken using their login.
Not removing confidential information from the workplace unless authorised.
Disposing of any documents with consumer details, that are not required to be filed in the consumer’s clinical record, into a secure waste bin, for example handover sheets, as required by Clinical Records Management Procedure for your facility.
Only communicating personal health information with other persons or organisations through approved technologies.
Reporting any complaints or witnessed privacy breaches to their manager or supervisor.
Managers and Supervisors are responsible for: 
Ensuring all team members are aware of their obligation to ensure the privacy and confidentiality of consumers’ personal health information.
[bookmark: _Hlk50381161]Ensuring team members have completed Privacy and Confidentiality eLearning via HRIMS.  
Ensuring team members are orientated to this policy and their associated responsibilities.
Reporting any complaints or witnessed privacy breaches to Divisional Executive. For more information about managing a potential privacy breach contact Workforce Relations at CHSHRAdvisory@act.gov.au or phone 5124 9610.
Executive Directors, Executive Group Managers, Executive Branch Managers are responsible for:
Ensuring staff in their Division/Group are aware of their responsibilities in protecting the privacy and confidentiality of consumers’ personal health information.
Ensuring complaints received about a privacy breach in their Division/Group are investigated and action is taken to address the issues identified by the investigation.  For more information contact Workforce Relations at CHSHRAdvisory@act.gov.au or phone 5124 9610.
The Chief Executive Officer is responsible for:
Ensuring the organisation complies with this policy.
Ensuring the organisation meets the legislative requirements of HRPA Act.
Back to Contents
[bookmark: _Toc208493846]Privacy Breaches
All staff are responsible for reporting any potential breaches of health record privacy. Every reported incident must be thoroughly investigated, and appropriate actions must be taken to address any issues identified.
Reporting and Managing Privacy Breaches
Initial Reporting
Any staff member who becomes aware of a potential privacy breach must report it immediately.
Reports should be made to:
· An Executive or Manager, or
· The CHS Senior Executive Responsible for Business Integrity (SERBIR), particularly if the suspected breacher is the staff member’s own Executive or Manager.
· Consumers may report a suspected health record breach through various channels; however, all such reports must be directed to the Consumer Feedback and Engagement Team (CFET), who will coordinate the investigation and response in collaboration with Health Information Services.
Assignment of Responsible Officer
Where the alleged breach involves an employee or contractor:
· The Employee Relations team must be informed
· Email: CHSHRAdvisory@act.gov.au
· Phone: 5124 9610.
· The Employee Relations team will inform the respective HR Business Partnerships team of the suspected health record breach.
· The Employee Relations team and relevant HR Business Partner will be responsible for assigning the respective managers as the Responsible Officer.
· The Responsible Officer will be accountable for undertaking the Preliminary Assessment into the alleged breach, in accordance with the provisions contained in the relevant Enterprise Agreement.

· Where the alleged breach does not involve an employee, the HIS Privacy Officer or a Health Information Manager (HIM) may assume the role of Responsible Officer.

· The Responsible Officer must document the incident, investigation and findings and if required initiate the risk management process.

Involvement of Health Information Services (HIS)
· HIS must be contacted in the following circumstances: 
· Audit reports from the Digital Health Record (DHR) are required for the investigation.
· If the breach is confirmed, a HIM must be notified so it can be recorded in the HIS Privacy Breach Register. A high-level summary of the breach must be provided (e.g., a patient handover report found in a public area, or a staff member accessing their father’s health record). This will then be reported to CHS Network Clinical Governance Committee. 
Reporting and Oversight
· All alleged breaches must also be reported Division Executive for a decision if further advice or action is required.
· For significant alleged breaches (e.g., involving multiple patients or entire records), the incident must also be reported to the relevant General Manager for a decision if further advice or action is required. 
· All confirmed health record privacy breaches are reported to the CHS Network Clinical Governance Committee via the HIS Privacy Breach Register by HIS.

Consumer Notification
· If there is a risk of harm to a patient, the Consumer Feedback and Engagement team must be contacted.
· If required, they will manage communication with the affected individual(s) in accordance with the Open Disclosure Procedure.
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Outcome
Consumer personal health information is kept private and confidential.
Measures
· Review of findings related to breaches of consumer confidentiality and privacy reported to SERBIR and HR advisory 
· Review of consumer feedback for feedback related to consumer confidentiality and privacy. 
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Policies
Nursing and Midwifery Board of Australia (NMBA) Requirements for Practice 
Clinical Records Management 
ACT Public Service (ACTPS) Media Communications and Engagement 
Information Privacy 
ACTPS – Use of Social Media
Access and use of the national My Health Records system
Fraud and Corruption 
Mobile Communication Devices Management and Use

Procedures
Clinical Handover 
Clinical Records Management 
NCH Clinical Records Management
Records Disposal Schedule 
Admission to Discharge – Canberra Hospital
UCH Admission to Discharge
NCH Admission to Discharge
Discharge Summary Completion Inpatients
NCH Discharge Summary Completion
Consumer Mobile and Recording Devices Management and Use
[bookmark: _Hlk50118609]Advance Agreements, Advance Consent Directions and Nominated Persons under the Mental Health Act 2015
Advance Care Planning (Adults)
Managing a Conflict of Interest 
General Practitioners - Hospital Access and Sharing of Clinical Information 
Guidelines 
· Consent for Healthcare Treatment
Legislation
· Health Records (Privacy and Access) Act 1997
· Human Rights Act 2004
· Work Health and Safety Act 2011
· Carers Recognition Act 2021
· Mental Health Act 2015
Other
· Australian Charter of Healthcare Rights
· Australian Healthcare Rights and Your Privacy at Canberra Health Services
· ACT Public Service Code of Ethics
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Advanced Agreement
An Advance Agreement is a written document stating a person’s preferences and consents for future mental health treatment, care or support. It is used if a person’s ability to participate in decisions about their treatment and support is significantly impaired. It includes:
· the person’s expressed preferences for treatment
· the person’s preferences for practical arrangements for looking after their property/pets when they need treatment, care, or support 
· contact details for important people such as carers, guardians, legal representatives, or a nominated person.
A person may make an Advance Agreement when they have decision-making capacity.
Advance Care Plan
Documents an individual’s preferences, values, and wishes for future care and medical treatment options. It is not a legal document but is recognised in common law and must be upheld by CHS. The Statement of Choices document is designed to initiate discussion and allow formal documentation of these preferences. This information will guide the individual’s decision makers (attorney/s) and doctors in making decisions that are in accord with their expressed wishes and choices.
Advanced Consent Direction
An Advance Consent Direction can be made by a person, while they have decision-making capacity to do so, to record their consents or non-consents to receiving treatment, care or support, or specific medications and procedures if they do not have decision-making capacity. An Advance Consent Direction sets out:
· the treatment, care or support the person is willing to receive if the mental illness or mental disorder results in the person not having decision-making capacity in relation to their treatment, care or support
· particular medications or procedures the person consents and does not consent to receive, and
· the people who may, or must not, be given information about the person's treatment, care or support.
Consumer
Refers to any person who is accessing a service provided by CHS.
Decision Making Capacity 
A person has capacity to make a decision about themselves and their own treatment if they can, with provision of supports and assistance if needed, demonstrate all of the following elements:
· understand when a decision about treatment, care or support needs to be made 
· understand the facts related to that decision
· understand the main choices available in relation to the decision
· weigh up the consequences of the main choices
· understand how the consequences of the main choices affect them
· on the basis of the above elements, make the decision, and 
· communicate the decision they make in whatever way they can.
Note that:
· capacity refers to a particular decision at a particular time and should not be generalised (i.e. a person’s capacity can change over time)
· capacity is proportionate to the nature and consequences, or importance, of the particular decision
· capacity is assessed having regard to any and all reasonable assistance or support that is required to support participation in decision making. 
Decision making capacity in mental health setting 
A person has capacity to make a decision about themselves and their own treatment, care or support for a mental disorder or mental illness if they can, with provision of supports and assistance if needed:
(a) 	understand when a decision about treatment, care or support for the person needs to be made, and
(b)	understand the facts that relate to the decision, and
(c) 	understand the main choices available to the person in relation to the decision, and
(d) 	weigh up the consequences of the main choices, and
(e) 	understand how the consequences affect the person, and
(f) 	on the basis of paragraphs (a) to (e), make the decision, and
(g) 	communicate the decision in whatever way the person can (s.7 Mental Health Act 2016).
Identifying information 
Personal health information that identifies the person. At CHS this information is the person’s full name, date of birth and medical record number.
Nominated person 
A second person appointed by a first person (patient/consumer) with a mental disorder or mental illness, when they have decision making capacity.  The second person will help the first person make decisions when they are not able to make decisions for themselves, to ensure their interests are respected if they require treatment, care or support for a mental illness or mental disorder. Examples of people who can be a nominated person are a close relative, close friend, a carer, or the person’s neighbour.
Personal health information 
Personal health information, of a consumer, means any personal information, whether or not recorded in a health record—
(a) relating to the health, an illness or a disability of the consumer; or
(b) collected by a health service provider in relation to the health, an illness or a disability of the consumer (HRPA 1997, pg67)
Privacy
For the purpose of this policy ‘privacy’ refers to the right of an individual to have their personal health information safeguarded from loss, misuse and unauthorised disclosure in order to keep private an individual’s personal health information.
Privacy breach
[bookmark: _Hlk180741016]Unauthorised access to, use or disclosure of a patient’s personal health information constitutes a privacy breach.  Depending on the gravity of the privacy breach there may be an investigation and disciplinary action in accordance with the relevant Enterprise Agreement.
Privacy breaches include (but are not limited to):
accessing your own, family or friend’s personal health information
disclosing personal health information about a patient to the public – this includes discussing identifying information about a patient in a public space such as hallway, café  or stairwell
discussing consumers who are also CHS staff members or have a public profile/of public interest with CHS staff not involved in their care/treatment
disclosing the identity of a consumer who is being treated as anonymous. 
Staff
Refers to any person providing services to, or on behalf of CHS, including employees, contractors, volunteers, and students (unless otherwise specified in the procedure).
Treating team 
In relation to a consumer, means health service providers involved in diagnosis, care or treatment for the purpose of improving or maintaining the consumer’s health for a particular episode of care, and includes-
(a)	If the person named another health service provider as his or her current treating practitioner - that other health service provider; and
(b)	If another health service provider referred the person to the treating team for that episode of care - that other health service provider.
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[bookmark: _Toc178863572][bookmark: _Toc208493853]Attachment 1: Privacy principles of Health Records (Privacy and Access) Act 1997.
Health Records (Privacy and Access) Act 1997 is referred to as HRPA Act below.
Privacy principles
PP1: Manner and purpose of collection of personal health information. The information must be collected by lawful means and for a lawful purpose.  The purpose must be directly related to, and reasonably necessary for CHS’s functions or activities.
PP2: Purpose of collection of personal health information to be made known to the person it is being collected from.
PP3: Solicitation of personal health information. The collector of the personal health information must ensure the information is relevant, up to date and accurate and the collection of the information is not unreasonably intrusive. 
PP4: Storage, security and destruction of personal health information.  Organisations that possess or control a health record containing personal health information must ensure the health record is securely housed and protected against loss or misuse, information must be kept only as long as necessary for the purpose (as stated in the HRPA Act) and must be disposed of securely.
PP5: Information relating to records kept by record keeper. Organisations that hold personal health information must allow individuals to find out if they hold information about that individual, and if so, what kind of information they hold, what it is used for, and whether and how the individual can access it.
PP6: Access to health records by people other than the consumer. The HRPA Act states who can access an individual’s personal health information.
PP7: Alteration of health records. Individuals may request that their personal health information be amended to ensure that it is accurate, relevant, up to date, complete and not misleading. No entries in a health record can be deleted, additional information or documentation can be added to clarify or correct health records. Organisations must either make the requested amendments or, attach to the information a statement by the individual of the amendment they sought.
PP8: Record keeper to check accuracy etc of personal health information before use. Before using personal health information, organisations must take reasonable steps to ensure that the personal health information they hold is relevant, up to date, complete and not misleading.
PP9: Limits on personal health information.  Personal health information can be used for the purpose for which it was collected, or for purposes recognised by the HRPA Act.  These include a directly related purpose, for management, funding, quality of the health service received by the consumer or where there are serious threats to the individual or the public.
PP10: Limits on disclosure of personal health information. The provisions for the disclosure of personal health information include between members of the treating team, the consumer has consented to the disclosure, or the disclosure is within the purpose for which the information was collected.
PP11: Relocation and closure of health service practice. The health service must take practicable steps to inform the consumers of the health service of the relocation or closure and give the consumer opportunity to transfer their personal health information.
PP12: Consumer or health service provider moves to another health service practice.  The consumer must consent to the sharing of their personal health information. 
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