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Canberra Health Services (CHS) must meet all mandatory requirements under the ACT Government Protective Security Policy Framework (PSPF).  The PSPF outlines the requirements for physical security, including the need for security risk assessments to be undertaken to determine the protective security design and measures for all building and infrastructure projects.

Security assessments must be completed when:
the agency undertakes new functions or existing functions are varied;
the function is moved to a new environment (e.g. a new location or the current location is refurbished); or
a new security risk is identified.

Protective security measures for new or refurbished buildings must be considered during the concept and design stages. Early completion of a security risk assessment specific to the building or physical location is essential. This ensures necessary protective security measures can be cost-effectively incorporated into the building design or refurbishment.

Protective security measures will be determined based on the outcomes of any security risk assessments conducted at the commencement of any health infrastructure project in conjunction with the CHS’ Agency Security Advisor (ASA).

These security design principles will guide project managers to ensure that identified physical security elements are addressed for inclusion in the Standards Document and Commissioning Plans during the design, construction and commissioning phases of projects. These incorporated security design solutions aim to enhance CHS’ capability to provide a safe and secure environment for all staff, patients and visitors across health facilities.
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All new or refurbished infrastructure must be examined by a security professional during the concept and design stages to ensure the security of assets, people and information are maintained.
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The purpose of this policy is to provide guidance for briefing architects, consultants, and commissioning planners for all CHS infrastructure programs and Better Infrastructure Fund (BIF) projects.

The document focuses on outlining the key elements of CHS’ physical security overlay – underpinned by the relevant Project Documentation Reference – to provide guidance on specifications, and the administrative and operational processes to be implemented to support the deployment of that infrastructure. 

The items described in this document provide general information only.  All infrastructure security arrangements will be determined by the Security Risk Assessment.

Note: 
This policy should be viewed in conjunction with the ACT Government Physical Security Principles and relevant standards.
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This policy applies to all CHS employees and contractors when designing and constructing new and refurbished infrastructure..
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CHS Capital Projects Delivery (CPD) is responsible for coordinating and managing major infrastructure works.
Facilities Management (FM) are responsible for coordinating and managing minor infrastructure works and Repairs & Maintenance.
CPD or FM will notify the Agency Security Advisor of any intended new or refurbishment works during the design phase.
The Agency Security Advisor will provide input and advice on security-related design matters as required.
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Each business location or unit is secured in accordance with the security design principles outlined in the Security Zoning Classification System which rates areas on a category of one through to five.

The highest level of security design (as determined by the approved security elements for each security zone classification) should be constructed along the zone’s perimeter line, i.e. the border between one zone and another.

At a minimum, each identified functional area should meet the high-level design principles for: access control; closed circuit television; intruder detection and alarms; and visitor management in relation to its equivalent security zone classification (refer to further information on each of these security design elements below).

The following categorises the areas of Security Zones according to the security controls they require and is based on business impact levels:

	Category
	Description
	Examples

	Zone One
	Unsecured areas including out-of-office working arrangements, generally referred to as ‘public spaces’. It provides limited access controls to information, physical assets or restricted materials, the loss of which would result in a business impact of low to medium. It also provides limited protection to people.  Routine public/common access areas with free access during opening hours.

	Public areas.

	Zone Two
	Low security area with some controls and access control for visitors, generally referred to as ‘official spaces’. It provides access controls to information, physical assets or restricted materials, the loss of which would result in a business impact up to very high. It also provides some protection to people.  Departments/areas routinely open to public access.

	Office spaces, common areas.

	Zone Three
	A moderately restricted space. Security area with high security controls, strict control of visitors on a needs basis, and controlled employee access. It provides access controls to information, physical assets or restricted materials, the loss of which would result in a business impact up to extreme. It also provides protection of people.
Zone Three departments will typically be occupied by Employees and Patients. Access to these areas will be controlled via supervised entrances. Zone Three will typically be general wards outside visiting hours, or clinical wards where ‘walk in’ visiting or public access is inappropriate.  Back of house areas (i.e. plant rooms, maintenance areas) with access restricted to users with a work-related reason to be in the area.
	Clinical wards, patient only areas, birthing centres, paediatrics, emergency department, psychiatry (inpatient), food services.

	Zone Four
	A heavily restricted space. Security area with higher levels of security controls, strict control of visitors and employees on a needs basis. It provides access controls to information, physical assets or restricted materials, the loss of which would result in a business impact up to extreme and physical assets the loss of which would result in a business impact up to catastrophic. It also provides protection of people.  Access is restricted to personnel with a demonstrable need to access the zone in the course of their duties.
	Radiation therapy, nuclear medicine, pharmacies, medical records, information services, surgical suites, secure mental health facilities, restricted communications rooms, research areas, laboratories, hazardous substances stores, medical gases stores and flammable substances stores.


	Zone Five
	An extremely restricted space. Security area with the highest level of security controls, strict control of visitors and employees on a needs basis. It provides access controls to information, physical assets or restricted materials, the loss of which would result in a business impact up to catastrophic.

	Security sensitive radiation source equipment, biological research areas or Physical Containment Level 3 (PC3) laboratories.



[bookmark: _Toc503620456][bookmark: _Toc527040125][bookmark: _Toc72493421]Perimeter Security 
The site perimeter includes the security design of the external areas of CHS facilities, including the landscaping.  Site precinct strategic areas should be covered by closed circuit television cameras, including:
all building entry points;
fire stair ground level exit points;
secure walkways (including through park areas);
public transport hubs;
at-grade car parking; and 
loading dock areas.

CCTV coverage is to be installed along pedestrian routes that may be considered ‘high risk’ in accordance with the findings of a security risk assessment and monitored consistent with CHS security protocols. 

Landscaping must not impede the effectiveness of security infrastructure, such as CCTV systems and lighting, and must not provide areas of concealment within the CHS facility grounds (i.e. vegetation or other outside equipment impeding CCTV surveillance coverage area).

Landscaping must be also appropriately located and secured, and must be designed to avoid providing assistance to unauthorised access (for example, by providing climbing points close to roof areas or accessible windows).

Low fire risk vegetation should be utilised in landscapes to avoid accidental fires as a result of smoking compliance violations throughout various facilities.

Anti-smoking annunciators should be utilised at areas where smoking may occur, such as at public transport hubs.

Secure walkways must, where possible, be able to be subject to natural surveillance and be installed with adequate security lighting.

Vehicle intrusion-resistant bollards, planter boxes or similar barriers should be installed and positioned along the perimeter to prevent (deliberate or accidental) attempts to ram with a vehicle. 

Bollards should be installed to protect high risk areas against ramming:
entry points to facilities;
key external pedestrian pathways; and
public transport hubs.

[bookmark: _Toc72493422]Access Control 
Access control will primarily rely upon the Electronic Access Control System (EACS). However, a mechanical access control system (locks and keys) will also be utilised to supplement access control.

Electronic Access Control Systems (EACS)
EACS points should be the primary means of controlling access into the facility and between the relevant Department and area security zones. Access control sub-groups should be developed as part of projects, and identified through project consultation with the Agency Security Advisor to align with an employee’s access control authorisation.

While not all EACS points will be required to operate at all times (to be determined by the access control schedules and security protocols consistent with CHS security operations) consideration must be given to ensuring that an emergency lockdown requirements can be achieved when required.

EACS must be linked to the Security Management System (SMS) and will be monitored from the security control point in the Security Operations Centre (SOC). EACS for each security zone should be configured as follows:


	Category
	Configuration

	Zone One
	Access doors into the zone. EACS is to be configured to allow for free entry during zone opening hours only. These are routine public and common access areas with free access during normal business hours.


	Zone Two
	Access doors into zone and within sub-zones. The EACS is to be configured to free access during visiting hours only. Low security areas with some controls and access control for visitors.  Departments or ward areas routinely open to public access during business hours.


	Zone Three
	EACS are to be installed on all access control doors into the zone and within sub-zones. EACS are to be configured to be secure at all times.

Zone Three compartments will typically be occupied by employees and patients.  Access to these areas will be controlled via supervised entrances. These zones will typically be general wards outside visiting hours, or clinical wards where ‘walk in’ visiting or public access is inappropriate.  Back of house areas (i.e. plant rooms, maintenance areas, staff secure parking etc.) with access restricted to users with a work-related reason to be in the area.


	Zone Four
	EACS are to be secured at all times. Security area with higher levels of security controls, strict control of visitors and employees on a needs basis. Access is restricted to personnel with a demonstrable need to access the zone in the course of their duties. Zone Four will typically be restricted communications rooms, research areas, laboratories, pharmacies, hazardous substances stores, medical gases stores and flammable substances stores.  Zone Four areas must use biometric identification, such as an iris reader.


	Zone Five
	EACS to be secured at all times and to be installed on all access control doors into zone and within sub-zone. EACS to be configured to be secure with restricted access at all times. Security area with the highest level of security controls, strict control of visitors and employees on a needs basis. Access is restricted to personnel with a demonstrable need to access the zone in the course of their duties. Zone Five will typically apply to security sensitive radiation source equipment, biological research areas or PC3 laboratories.  Zone Five areas must use biometric identification, such as an iris reader, and enter a Personal Identification Number (PIN).  PINs should only be valid for thirty days.






EACS can incorporate the following equipment as determined by the design or functionality required: 
proximity card reader;
iris scanner;
PIN pad;
electric lockset or electromagnetic lock;
passive Infrared sensor used in lieu of a card reader, for exiting a zone or sub-zone only;
exit push button used in lieu of a card reader, for exiting a zone or sub-zone only;
emergency break-glass door release integrated with the SMS (used where a break-out escape means are not provided).

High risk access points must have dual factor authentication such as keypads or biometrics as determined by a security risk assessment. Examples of these high risk areas include:
ICT data centres or server rooms;
pharmacies;
analytical and toxicology laboratories; and
high security environments.

EACS will not be utilised for control of access to individual offices throughout the facility. EACS are required to be installed on meeting rooms and multi-person meeting rooms where there maybe general public access. Cardholder management must maintain an interface with the Identify Access Management System (IAMS). 

[bookmark: _Toc503620459][bookmark: _Toc527040128]Mechanical Access Control Systems (MACS)
Mechanical locks and keys will be used to supplement the EACS, where EACS is not required. The following guidelines apply for MACS:
all keys used for major and internal flow control points are to conform to the Health Master Key System, and must be copy-resistant with unique numbering;
keys will be secured either in the Security Operations Centre (SOC) or Electronic Key Cabinets; and 
keys will be secured in an electronic secure key cabinet and controlled through the SCR Key Management System and will control access to keys in accordance with programmable profiles. 

The following locks are exempt from the Master Key System: 
filing cabinets;
patient cupboards;
office joinery;
communications racks managed through SSICT; and
staff lockers.
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Door Access Requirements 
The selection of door type and hardware will commonly be derived by the clinical and operational requirement in conjunction with the CHS’ Security Specifications guideline. Door access requirements can be configured depending on the operational and clinical requirements of each functional zone area.
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Area Lockdown Requirements 
The primary purpose of the lockdown capability is to ensure that no person can enter or exit the lockdown area without appropriate security oversight. Authorised entry/egress from/to a lockdown area should only be allowed by an authorised individual from within/outside the lockdown area. This arrangement will allow for persons to enter/exit a lockdown zone, but will mitigate the potential escalation of an incident that was the cause of the lock-down (i.e. contagion, security incident, aggrieved/violent individual). 

The following guidelines apply: 
the facility must be configured to allow for 100% ‘lockdown’ if required;
zoned lockdown of discrete areas must also be permitted;
sub-zone lockdown should be enabled for high-security or high-risk zones – such as Emergency Department, Mental Health Units, Maternity and Paediatrics, and high risk clinical areas such as infectious diseases wards; 
lockdown must be able to be implemented locally within the facility and remotely from the Security Operations Centre;
authorisation and override of lockdown must be controlled and restricted to key personnel (i.e. Security and Hospital Managers). 
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Staff Access 
Staff will enter the facility through multiple routes. Access for staff will depend on the time of day (to be referred to as Operating Hours and After Hours).  Staff access entries will be provisioned with EACS.
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CCTV functionality – linked to the SMS – is for security and other investigative surveillance (ie. work health safety) purposes. 

General CCTV functions differ from local or clinical CCTV, where the purpose is to provide patient monitoring capability through a localised connection (ie. to a terminal located in an adjacent monitoring room), that is not connected with the SMS.

The following specific deployment locations apply to CCTV: 
public entrances;
public elevators (where deemed necessary) such as multi-storey car parks;
entries to department/area security zones requiring a determined level of security;
reception desks located in high risk areas;
selected high-risk areas (such as the Emergency Department, Mental Health Units, Maternity and Paediatrics); and
selected internal spaces such as vault rooms. 

The following specific guidelines apply to CCTV:
the requirements for the installation of CCTV in high-risk areas should be derived from the findings of any security risk assessments conducted for proposed projects and or identified in the CHS’ Enterprise Security Risk Assessment;  
reception desks and ward stations located in public areas of the hospital at the entrances to a ward considered high risk and must be positioned to allow for monitoring of access to their relative areas;
where deployed to building entrances, CCTV security cameras will record images of pedestrian entrants sufficient to allow their forensic identification and assist in investigation and prosecutions;
where deployed to vehicle entrances, CCTV cameras will record legible images of number plates;
the Security Operations Centre (SOC) will be the primary location for live monitoring of CCTV services. Provision should be made for secondary location monitoring solution as a back-up/remote location solution within Canberra Hospital;
selected CCTV cameras should be able to be viewed from the security control point located in the Emergency Department;
CCTV security cameras will be at a resolution sufficient for the criticality of field of view. For example, areas with a wide or long field of view may require higher resolution CCTV security cameras;
all external cameras are to be capable of high-resolution operation in ambient light, including low light conditions where security lighting is not in place;
live images will be capable of being streamed to computer terminals operating on the site Security Network within staff areas;
CCTV cameras will be installed where a fixed duress button is installed at reception areas that are located in public areas which have been deemed to be a high risk area;
CCTV security camera will be provided in all car parks; and
CCTV cameras will be a digital IP-type.
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Intrusion detection will be linked to the Security Monitoring System (SMS) and third party monitoring arrangements (as determined by the project and in accordance with CHS’ security contractual arrangements), and include functionality embedded in the access control system through reed switch elements to protect against Door Open Too Long (DOTL), Forced Entry (when activated), Break Glass (when activated) and unauthorised access into intruder alarm zones. 

Level 4 and 5 security zones will also be installed with additional layers of security, such as Passive Infrared sensors linked to the Intrusion Detection on the SMS and third party monitoring arrangements.  In addition, fire stairwell ground level exit points should have localised audible alarms should the intrusion detection (door reed switch) be trigger through unauthorised access.

The specifications for intrusion detection must be consistent with the systems currently is use across CHS facilities.
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The duress alarm system will incorporate fixed point and mobile duress capabilities (including Real Time Location Services as required), which will be connected to the SMS and paging system to enable an appropriate response to a security incident or emergency. 
The following guidelines apply for the duress system.

Fixed duress alarms will be installed in all high risk consult, interview, meeting and clinical treatment rooms and will also include: 
reception areas (linked to the SMS and third party monitoring arrangements);
ward stations; and
cash management areas. 

Mobile duress capability will be provided to all Mental Health inpatient units, Drug and Alcohol Inpatient and Outpatient Units, Emergency Departments and secure mental health facilities. As the mobile duress capability will not function outside of a hospital, a combination of fixed duress alarms and area-specific mobile duress alarms must be provided for external areas utilised for patient rehabilitation and clinical care. 

Consideration should be given to provide specific mobile duress alarms for use in external areas. These devices will be picked up on the closest duress point located in the health facility – with a signal that can be quickly identified by security as being from an externally-located device to improve the efficiency of any response.

Bollard mounted fixed duress alarm points must be installed at strategic locations along external pedestrian walkways with strobe and audible alarm.
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Visitor management concerns the access control, surveillance and escort requirements of unauthorised persons into a particular zone.  The following guidelines apply for Visitor Management.

EACS for each security zone should be configured as follows:



	Category
	Configuration

	Zone One
	Visitors will be allowed free access during all Operating Hours and approved visiting periods.


	Zone Two
	Visitors will be allowed free access during Operating Hours, with After Hours access to be managed by health staff (with authorised access).


	Zone Three
	Access to be managed by health staff (with authorised access) at all times.


	Zone Four
	Visitors must be inducted, cleared and bona fides checked to access these areas without an escort.


	Zone Five
	Visitors must be approved and bona fides checked. All visitors require escort from an authorised person at all times.




Where visual identification of the visitor is required by the Ward Station or Reception area, a telephone intercom system may be utilised to achieve this, if deemed suitable as decided through consultation.

Where visual identification of the visitor is not possible from the ward station or reception area, or where facilities have the capability to ‘lockdown’, Video Intercom systems may be utilised at flow control points if deemed necessary through consultation with the relevant clinical area.

Intercoms must interface with the EACS remote door release functionality.
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Outcome
The Agency Security Advisor will be informed of any intended new or refurbishment works during the design phase
The Agency Security Advisor will provide input and advice on security-related design matters as required

Measures
· Applications for new or refurbished works will be reviewed yearly
· Any instances of new or refurbished works being conducted with out input from security will be notified to

Back to Table of Contents
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Policies
ACT Government Code of Practice for Closed Circuit Television
ACT Government Protective Security Policy Framework
Canberra Health Services Project Document Reference 
Canberra Health Services Protective Security Policies

Procedures
Canberra Health Services Protective Security Procedures
Canberra Health Services Occupational Violence Framework

Guidelines 
Canberra Health Services Security Specification Standard Inclusions
Canberra Health Services Infrastructure Services Standards Documentation
Canberra Health Services Infrastructure Planning Brief
Canberra Health Services Enterprise Security Risk Assessment
Security Risk Assessment and Risk Mitigation Strategy
Shared Services ICT Security Systems Specifications
Australasian Health Facility Guidelines (AHFG)
Functional Design Briefs and Technical Specifications relative to the specific project.
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Agency Security Advisor (ASA) means the Director of CHS Protective Services.

Better Infrastructure Fund (BIF) means funded upgrade projects across CHS.

Electronic Access Control Systems (EACS) means proximity card readers, door controllers and other forms of technology to control access.

Radio Frequency Identification (RFID) means wireless technology capable of tracking.

Security Operations Centre (SOC) means the security operations centre responsible for monitoring closed circuit television and alarms.
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Security design, physical security, security zoning, public spaces, official spaces, access control, perimeter security, electronic access, lockdown, CCTV, alarms, intrusion, visitors.

Disclaimer: This document has been developed by Canberra Health Services specifically for its own use.  Use of this document and any reliance on the information contained therein by any third party is at his or her own risk and Canberra Health Services assumes no responsibility whatsoever.
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