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The purpose of this procedure is to ensure that Canberra Health Services (CHS) security camera systems installed at health facilities are managed in accordance with the ACT Government Code of Practice for Closed Circuit Television.

This procedure provides CHS employees and contractors with direction on their obligations in relation to use, managing, monitoring, recording, duplication, data storage, release and general access of security camera systems when carrying out their official duties.

CHS may use camera systems for patient monitoring and safety such as medical services associated with radiation treatment and MRI scanning.  These cameras are monitored live by medical staff and do not record or store images viewed, as such they are considered excluded from this procedure.

Back to Table of Contents
	[bookmark: _Toc389473277][bookmark: _Toc68727497]Scope



These procedures apply to all employees and contractors who operate, service, repair and install camera systems within health facilities. These procedures relate to both digital and analogue camera systems installed as part of the Shared Services ICT and CHS network or as ‘standalone’ systems.

Third party retail and commercial tenants that operate camera systems within health facilities (eg. café, kiosk, etc) are not bound by this procedure, however, must comply with the requirement to have signage advising that their facility has camera surveillance installed. This requirement must be stipulated in any retail tenancy or lease agreement.
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All CHS employees and contractors engaged to represent the health services are accountable to the Chief Executive Officer under this procedure. Non-compliance with this procedure may constitute a failure to comply with the obligations and standard of conduct expected of a public service employee, set out in the Public Sector Management Act 1994 and the Public Sector Management Standards 2016.

Non-compliance may result in disciplinary action. In the case of a contractor being responsible, immediate cessation of contract services may result.  Non-compliance could result in breach of the ACT Government Code of Practice for Closed Circuit Television and in the event of suspected criminal action; the matter may be referred to the Australian Federal Police or other relevant authorities.
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	Role
	Responsibilities

	Chief Executive Officer
	ensure compliance with the Code and all relevant legislation and standards
oversee governance for the use of camera systems and compliance
delegate responsibility for the management and operation of the CHS camera systems to officers within Canberra Health Services (specified below).


	Agency Security Executive (ASE)
	oversee the operation of camera systems across CHS facilities
ensure that guidelines and procedures related to camera systems are in place and those responsible are aware of their obligations.


	Director, Protective Services
	perform the role of Principal Officer as described in the ACT Government Code of Practice for Closed Circuit Television
provide advice on security risk and assisting managers, employees and others to devise and implement appropriate physical, personnel and information security measures and plans in a timely manner
ensure procedures are in place and communicate to those responsible so as to effectively manage the use of the camera system
ensure camera systems are operated in accordance with the Code of Practice
oversee the development of any CCTV procedures, amendments and updates are made as required
scrutinise requests for CCTV recordings and authorised their release in accordance with this procedure.


	Assistant Director, Security Planning and Design
	coordinate an annual compliance review of camera systems to ensure compliance with all CCTV policies and procedures
develop and maintain the CCTV Asset Register and CCTV Copy Register
record personnel who are authorised to review and copy CCTV recordings in the CCTV User Register
acquire CCTV system equipment through consultation with the Agency Security Advisor
ensure CCTV recordings are retained in accordance with Territory Records schedules
maintain CCTV system equipment
ensure day-to-day operation of camera systems across CHS
provide the Agency Security Advisor with information or documents about CCTV systems across the organisation upon request
maintain signage of camera systems
in consultation with the Agency Security Advisor, approve the release of CCTV recordings in compliance with this procedure
provide the Agency Security Advisor with information or documents about CCTV systems within their business area upon request.


	Security Administration Officers
	review camera recordings upon request to identify breaches of security or to review security incidents
preserve (export) camera recordings to save for potential investigations
download camera recordings to a storage device when requested to do so as part of an investigation process
complete all required documentation associated with operating a camera system.


	Security Officers
	operate camera systems in their areas of responsibility;
review camera recordings to identify breaches of security or to review security incidents;
preserve (export) camera recordings to save for potential investigations
report to the Agency Security Officer issues or incidents relevant to camera surveillance of health facilities.
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CHS camera systems operate in a complex environment to ensure the safety and security of the public and staff each day.  Camera systems are used to assist in the protection of its employees, the public, health assets and infrastructure.  Camera systems may also be used to support investigations, both internal and external. 

To ensure the privacy and rights of individuals are maintained, users of camera systems must act in accordance with these guidelines and any applicable legislation and standards.  The responsibilities of particular users are set out in this section.

The purpose of CHS’ CCTV systems are to:
assist in the protection of the public
provide a level of security for staff with direct contact with the public
improve security for the protection of agency and community assets and infrastructure
assist in effective responses to security, safety and emergency incidents (to the public and staff)
assist in the investigation of possible offences
monitor traffic flows and traffic operations
monitor and manage services
assist with process control and business monitoring.

CCTV recordings must not be used for commercial or entertainment purposes.

Where a CHS employee or security contractor observes activity through monitoring of camera systems which may be of a criminal nature, this must be reported to the Agency Security Officer or Agency Security Advisor immediately.

Where an employee or contractor observes activity through monitoring of camera systems which may be a breach of internal policies or procedures or another form of misconduct or anti-social behaviour, this must be reported immediately to the Agency Security Officer or Agency Security Advisor and a Staff Incident Report on Riskman must be completed.
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To ensure appropriate governance of camera systems and operations, registers must be kept by Security Services. These can be in paper-based logs or electronic logs including audit trails maintained by Digital Video Recording systems.

User Register
A CCTV User Register must be kept by Security Services who have responsibility for operating camera systems.  This register must contain the following information:
authorised officers full name
extent of authorisation granted to the authorised officer (e.g. viewing, recording, copying and administrator)
area or location in which the authorised officer has access to camera systems
person’s name who has granted authorisation to the authorised officer
date to review the authorised officer’s permissions to the camera systems.

In accordance with the CHS’ Personnel Security Procedures all employees and security contractors with access to camera systems are deemed to be in a Position of Trust (POT) and the appropriate security clearances must be attained.

Copy Register
A CCTV Copy Register must be kept by Security Services who manage and operate camera systems.  This information must include:
authorised officers’ name and date approved or reason not approved
date and name of authorised officer when copied to disc
disc number
issues related to copying of recording
details of who, where and when the disc was sent to
reason for the duplication.

Asset Register
A CCTV Asset Register is to be maintained for all CCTV equipment.  The CCTV Asset Register must include:
item
make and model
specifications
serial number
date of purchase
location
movement record
decommission date
other information such as maintenance undertaken.

Asset information may not always be retrievable from older CCTV (cameras installed in high places etc), however, every attempt will be made to obtain this information but may not always be possible.  All new equipment installed after the implementation of this procedure will be recorded in this register. As existing cameras, recorders etc are repaired or upgraded every effort should be made to ascertain the required information and update the register (such as make, model, and serial number).
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This procedure outlines the process for reviewing, copying and releasing CCTV recordings.  Authorised officers may review camera recordings in accordance with Security Services procedures and must keep manual records of any authorised officer reviewing and/or copying camera systems where electronic audit trails on systems are not available.

Authorised officers of CHS may review and/or copy CCTV recordings for the purposes of investigating:
possible breaches of policies and/or procedures
damage to public property
accident and insurance claims
critical incidents
possible cases of employee misconduct
safety or security incidents.

In accordance with CHS’ Protective Security Information Handling Procedure all copied and downloaded camera recordings will have a dissemination limiting marker categorised as ‘Official - Sensitive’ applied.
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All requests to release CCTV recordings to a third party must be received through the Access Canberra Contact Centre on 13 22 81. A third party includes police officers and investigative bodies.  

CHS will only release CCTV recordings for legitimate use.  CCTV recordings must only be released, after approval by the Agency Security Advisor, to:
Police
statutory authorities with powers to prosecute
solicitors, where the recording may be relevant in civil proceedings
other agencies, according to purpose and legal status
any other person authorised by the Chief Executive Officer.

All records held by the ACT Government are subject to Freedom of Information requests, pursuant to the Freedom of Information Act 2016 (FOI Act).  This includes CCTV recordings.

Under section 14 of the FOI Act, provisions are available for the release of documents and records. However, in accordance with section 37 of the FOI Act, there are several exemptions that apply to the release of documents and records, which may include CCTV recordings.  Release of recordings may be restricted if they:
prejudice the conduct of an investigation of a breach, or possible breach, of the law;
disclose, or enable a person to ascertain, the existence or identity of a confidential source of information in relation to the enforcement or administration of the law; or
endanger the life or physical safety of any person.

When release of a CCTV recording is approved by the Agency Security Advisor, the release section of the CCTV Request Form must be completed.  Information which must be collected is the:
full name of the authorised officers physically releasing the CCTV recording
date, time and location of the CCTV recording being physically released to the recipient
recipients’ full name and rank (if a Police Officer).

There may be instances where an investigative or law enforcement body, such as a WorkSafe ACT Inspector, intends to seize recordings pursuant to their powers under legislation or by court order.  In these cases, employees shall make all reasonable efforts to comply with lawful directions, however recordings will not be released until the investigative or law enforcement body has issued a seizure receipt or subpoena and must be supplied to the Agency Security Advisor as soon as practicable.
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There may be a requirement by a business unit within CHS to release CCTV recordings between business units within the ACT Government for the purposes of criminal prosecution.

In this case, the complainant business unit may release CCTV recordings within the ACT Government.  The business unit receiving the CCTV recordings must have a documented procedure for collection, storage, and continuity of evidence prior to accepting any recordings.

For example, Canberra Hospital cameras capture a person committing an offence under the Smoke-Free Public Places Act 2003 (eg. smoking in a declared smoke-free area) and refers the complaint to the Health Protection Service for review.

Any requests for release of CCTV recordings external to CHS (ie. to a third party including police) must be completed in accordance with this procedure.
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The Territory Records (Records Disposal Schedule – Property Management Records) stipulates that generally, CCTV recordings will be kept for a period of thirty (30) days after the date of creation.  If CCTV recordings have been requested by an investigative and/or law enforcement body, the following retention and disposal timeframes apply:
If a CCTV recording has been requested by investigative and law enforcement body in relation to incidents that caused significant political or public reaction or recordings relating to high profile incidents, eg. murder, serious accidents, extremely violent assaults, these recordings must be retained indefinitely.
Where a CCTV recording has been requested by a government investigative or law enforcement body in relation to incidents not investigated or caused no significant political or public reaction, these recordings must be retained for seven (7) years.

A government investigative or law enforcement body includes, but is not limited to:
Access Canberra Regulatory Services (including Fair Trading and WorkSafe ACT)
Australian Federal Police (including ACT Policing)
ACT Child and Youth Protection Services (CYPS)
ACT Civil and Administrative Tribunal (ACAT)
ACT Environmental Protection Authority (EPA)
ACT Human Rights Commission (HRC)
ACT Insurance Authority (ACTIA)
ACT Government Solicitors Office
ACT Government Solicitors Office
Office of the Information/Privacy Commissioner
any other ACT Government or federal government agency that can issue prohibition notices, infringement notices, improvement notices, or enforceable undertakings.

All digital recordings stored on CHS CCTV systems must be automatically erased after the elapsed time period. Any recordings made to a storage device which are not collected within a reasonable time frame will be physically destroyed.  All recordings must be disposed of securely.
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Requests by CHS business units for CCTV coverage must be made to Security Services and must be approved by the Agency Security Advisor subject to any security risk assessment or review conducted and a need for CCTV identified.

Camera systems will only be installed in areas accessed by the public and will not be installed in:
clinical treatment areas
internal to medical wards
toilet facilities, change rooms, showers or other bathing facility
parent/carer or nursing room
a sick bay or first-aid room or
any other area in a workplace prescribed by privacy regulations.

Cameras must not be hidden and will be placed in public view. All cameras installed will be operational and the use of fake cameras is not permitted.

When selecting and installing cameras, consideration will be given to the physical environment and the features that may be required in cameras, (eg. fixed, tilt, zoom, etc) or supporting infrastructure (eg. high quality resolution system). Higher pixel counts should be used for the purpose of forensic identification as opposed to personal identification.
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Under the Code of Practice, CHS will notify people if they are in an area where CCTV systems are operating, through the installation of approved signage (refer to Attachment A).  Signage must include the four standard components of information required under the Information Privacy Act 2014:
CCTV pictogram
purpose (i.e. safety camera)
ownership (i.e. ACT Government)
contact information.

All authorised officers using CCTV systems within CHSmust receive training.  This training is coordinated by the Assistant Director of Security.  This training must give the authorised officer a basic understanding of:
the purpose and appropriate use of CCTV systems
copying and releasing CCTV recordings
complaints handling and processes
the period for which CCTV recordings must be retained
privacy obligations associated with CCTV use
the application of these procedures associated with their role.

CHS will ensure that CCTV is used:
only by users trained and authorised to use CCTV systems, as defined in these guidelines
in accordance with all applicable legislation and standards, including, but not limited to all legislation and standards referred to in this document.
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CHS has a formal process to register any complaints regarding its service delivery. Any complaints regarding CHS camera systems can be made using the online process. The website address for complaints regarding CCTV can be accessed via:
https://health.act.gov.au/about-our-health-system/consumer-feedback

The Agency Security Advisor is responsible for investigating complaints relating to CCTV systems and will provide any appropriate responses.

The Agency Security Advisor may dismiss a complaint if they believe on reasonable grounds that it:
is frivolous or vexatious
is misconceived or lacks substance
should not be heard for some other compelling reason.
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Outcome
· Review of occupational violence and safety incidents
· Substantiate staff and consumer complaints
· Compliance with ACT Government use of closed-circuit television policy and guidelines.

Measures
· Recordings of serious incidents are retained for police and law enforcement bodies to use as part of an investigation
· Operators are trained in appropriate use and operation of closed-circuit television systems
· Selection and installation of closed-circuit television systems are defined.
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Policies
· Canberra Health Services Protective Security Policy

Procedures
ACT Government Code of Practice for Closed Circuit Television
ACT Government Protective Security Policy Framework

Guidelines 
· CHHS Fasting Guidelines – Elective and Emergency Surgery

Legislation
Government Procurement Act 2001
Freedom of Information Act 1989
Health Records (Privacy and Access) Act 1997
Human Rights Act 2004
Human Rights Commission Act 2005
ACT Insurance Authority Act 2005
Children and Young People Act 2008
Information Privacy Act 2014
Public Sector Management Act 1994
Territory Records Act 2002
Workplace Privacy Act 2011
Australian Standard 4806:2006 Closed Circuit Television (CCTV)
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Agency Security Advisor (ASA), also known as the Director of Protective Services, is responsible for providing advice on security risk and helping managers, employees and others devise and implement appropriate physical, personnel and information security measures and plans.

Authorised officer means a person with delegated authority by the Chief Executive Officer, through the Agency Security Advisor, to copy or review CCTV recordings.  This person must be listed on the Health Security Services CCTV User Register.

CCTV Asset Register means a register of CCTV systems utilised at each Health facility.

CCTV Copy Register means a register of all CCTV requests made, including CCTV recordings copied to a storage device.

CCTV recording means data, images and/or files recorded by the CCTV system.

CCTV request means a request to review, copy, or release a recording made by Canberra Health Services CCTV systems.  This process must follow the procedure outlined in this document.

CCTV system means a system or network of CCTV equipment, excluding live monitoring used for conducting medical observations.

CCTV User Register means a list, managed by the Agency Security Advisor, of authorised officers approved to use, review and copy CCTV systems outlined in this document.

Closed Circuit Television (CCTV) means a television system intended for only a limited number of viewers, as opposed to broadcast television. This definition is inclusive of recording equipment (analogue or digital), display equipment, transmission systems, transmission media, and interface control. It excludes live monitoring systems used for conducting medical observations.
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Protective Security, CCTV, Closed Circuit Television
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Attachment A – Approved camera signage


Disclaimer: This document has been developed by Canberra Health Services specifically for its own use.  Use of this document and any reliance on the information contained therein by any third party is at his or her own risk and Canberra Health Services assumes no responsibility whatsoever.

Policy Team ONLY to complete the following:
	Date Amended
	Section Amended
	Divisional Approval
	Final Approval 

	27/05/2021
	Complete Review 
	Colm Mooney, EGM, IHSS
	CHS Policy Committee 



This document supersedes the following: 
	Document Number
	Document Name

	DGD17-011

	Closed Circuit Television (CCTV) Procedure
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This signage is to be used at all entry and exit points, or in the immediate vicinity where CCTV systems are used by Canberra Health Services.
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